Preparing Samba for
Windows Server 2008
and IPv6
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Preparing Samba for IPv6
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Quick Comparison IPv4 vs IPv6
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History of Windows and IPv6
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History of Samba and IPv6
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IPve & Vista/Windows Server 2008
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History of IPv6 Socket API
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Socket API IPv4 vs IPv6
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Changes to the Socket API

7 &RUH VRFNHWXQFWRQV

z 7 UDQVSRWNEHSHQGEHQME (R FKDQIH
Z 6 XSSRWRUCHZ DGAHW WKRMUH

z $ GAHW GO VAKRXUHV
z 1HZ WWKRPMXUH IRU,3Y DCEAHWHV
z 1HZ VRANAMDGEAHW VWKRMXMUH IRU,3Y  VRFNHW

7 1 HZ SURRFRAQGEHSHOGHOWRANHWDGECEUHW VARKFMUH
7 1 DP HWR DGGUHVW WDQVIMRQ | XQPWRQV
z 1 HZ SURRFRAQGHSHQGHQWXQRIRQY
7 $ GGUHW FROYHWIRQ | XQFWRQV
7 1HZ IXQRAIRQY\KDW/XSSRW3Y DQG,3Y
z 1HZ IXQFWRQV R VXSSRUWWOHZ ,3Y  THDUUHV
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Dual Stack and IPv6 API
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Dual Stack and IPv6 API

3Y 6RFNHW 3Y $SSG]:DARQ 3Y 6RFNHW
SRE = 8000 i SRE = i EEREEIO2] 68 a2
A A

BSif = Sloles e 2 DS = EEEENIO 281 661 =3

,3Y PDSSHG,3Y DEEHWHY

B8Y 6RFNHVG3,

7UWDVSR

.4

,3Y +RW

o BIRIEN Y
SRC = 3000:: 2

DET = 50006 = ]

~
I NN S S S . ..



Socket API IPv4 vs IPv6
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< (URQ/\@

' XDO3Y  ,3Y
PF_| NET6
AF_| NET6

sockaddr _i n6
sockaddr st orage
| n_addr6
getaddrinfo

get nanei nfo

| net _pton

| net _ntop

Erro



Address Structures

z 1HZ sockaddr VWWKRPXUH\WRWRUH ,3Y DCAHWHY

struct in6_addr {
uni on {
uint8 t u6_addr8[ 16];
uint16 t u6_addr 16[ 8] ;
uint32_t u6_addr32[4];

} in6_u;
#defi ne s6_addr I N6_u. u6_addr 8
#define s6_addr 16 I N6_u. u6_addr 16
#define s6_addr 32 I N6_u. u6_addr 32

};

struct sockaddr _in6 {
sa famly t sin6 famly; [* AF_I NET6 */
I n_port t sin6 _port; /* Transport |ayer port # */
uint32 t sin6 _fl ow nfo; /[* 1Pv6 flow information */
struct in6_addr sin6 _addr; /* |Pv6 address */
uint32 t sin6_scope id; /* 1 Pv6 scope-id */
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sockaddr storage

z (@ LICOWV SURMFROGHSHQGHHEHV IURP VRXUFH FRGH

#if ULONG MAX > Oxffffffff
# define _ss aligntype _uint64 t

#el se
# define ss aligntype uint32t
#endi f
#define _SS SIZE 128
#defi ne _SS PADSI ZE (. SS SIZE - (2 * sizeof (__ss aligntype)))
struct sockaddr storage
{
sa famly t ss famly; /* Address famly */
__ss aligntype ss align; [/* Force desired alignnent. */
char _ ss paddi ng[ _SS PADSI ZE] ;
b

@z 3 RAMVEGI DSSGDMRQV WKRXG XMHsockaddr st or age
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Socket Functions
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Creating a Socket

7 &UDIQ) DQ,3Y VRANHW

socket (PF_I NET, SOCK_STREAM O0); [/* TCP socket */
socket (PF_I NET, SOCK DGRAM 0); [/* UDP socket */

7z &UWDIQ) DQ,3Y RU3Y VRANHW

socket (PF_I NET6, SOCK STREAM 0): /* TCP socket */
socket (PF_I NET6, SOCK DGRAM 0): /* UDP socket */

z P SRUBQAMRW ( YHQL\RXVSHAL PF_I NET6 \ RX P D\ WWQEH

FRP P XQFEDMJ XMQJ ,3Y 2 QD GXDOAMURN LL \ RXUVRFNHWAD@XVHY DQ
,3Y PDSSHG,3Y DAEHW W IQXVHWH ,3Y UFN
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Passing Addresses to API

| Pv4 Code
struct sockaddr in addr;
sockl en_t addrl en = si zeof (addr);
[* Put an | Pv4 address in addr structure */
bi nd(sockfd, (struct sockaddr *)&addr, addrlen);

| Pv6 Code
struct sockaddr i n6 addr;
sockl en_t addrl en = si zeof (addr);
[ * Put an | Pv6 address in addr structure */
bi nd(sockfd, (struct sockaddr *)&addr, addrlen);

Port abl e Code

struct sockaddr storage addr;
sockl en_t addrl en = sizeof (addr);

/[* Put an I Pv4 or |IPv6 address in addr structure and set
addrl en */
bi nd(sockfd, (struct sockaddr *)&addr, addrlen);
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Passing Addresses to Application

| Pv4 Code
struct sockaddr i n addr;
sockl en_t addrl en = si zeof (addr);

accept (sockfd, (struct sockaddr *)&addr, &addrlen);

| Pv6 Code
struct sockaddr in6 addr;
sockl en_t addrl en = si zeof (addr);

accept (sockfd, (struct sockaddr *)&addr, &addrlen);

Port abl e Code

struct sockaddr storage addr;
sockl en_t addrl en = si zeof (addr);

accept (sockfd, (struct sockaddr *)&addr, &addrlen);
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Address Conversion

7 &RQMHWIRQIURP EIQDY UHSUHVHQEMRQ VR W \MDODQG YIEH YHW/D

| Pv4 Code

I nt | net _aton (const char *cp, struct in_addr *inp);
i n_addr _t inet_addr( const char *cp);

[ * Convert 1Pv4 binary to text */
char *Inet_ntoa(struct in_addr in);

| Pv6 Code

int inet _pton(int famly, const char *src, void *dst);

[ * Convert 1Pv4 or IPv6 binary to text */
const char *inet ntop(int famly, const void *src,
char *dst, size t cnt);

z 7 KHVH I XQRNRQY DUH QRWSURIWFRQAQGHSHQGHQNDQG VKRXG EH
DYRIGHG + L SRWE®I 8 VHget addri nf o() DQGget namei nf o()
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Textual Address Formats (1)

7 * @EDDQG/ ION/ RFDCS GCRUIHWHV

|Pv& [P Address 3WHI[ REVEXUHG IRUVacH ddfa:423d:ce 73:4. }
J000::1
Link4ocal IPvE Address fedl: ddfa:423d:.ce 734 702510 }
|PvE Default Gateway fedl: 20c: 29 fefS3:bhla %10
\ . — 4 \_Y_’

I

z ,3Y IQMIDFHV KDYH XQTXH IQMIDFH,!  DQGQDP H

z ,3Y PDSSHG,3Y $CQEAHWMNV
o ffff:192.168.1.1
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Textual Address Formats (2)

z 85/V 85,vDQG81&V
z 8WH,3Y IQVIXDHEWDANHWIQ85,VDQG85/V
[ 3000: 0: 20: 0: 3de2: 17ca: d0O/d: 5f 10]

z 1RAQ81&V XVHISY QOMDOHNERP DIQ P HV IQWMDG
3000- 0- 20- 0- 3de2-17ca-d07d-5f 10.i pv6-literal . net.

[CP  [3000:0:20:0:3de2:17ca dB7d: 510143165  [3000:0:20:0:20c:29¢f :fefi:3250]1:445 ESTABLISHED
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Name Resolution

z $3, KDV HYROHG RYHUMP H

z 8VWHget addri nf o() DQGget naneil nf o()
@ z 3 URRFROQGHSHQGHQW
z TKUHDGVDIH VRP H RIHUIXCRRQY DUH QRW

z ' RWKWHget | pnodebynanme() RU
get i pnodebyaddr ()
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get addri nf o()

Z 5HMOQV NHGOMR addr i nf o VWWKPMUHV ,3Y

3Y

z SGFDWMVPHPRY P XWWUWHHXMQ] freeaddri nf o()

get addri nf o()

AF | NET6 AF | NET6 AF | NET AF | NET
3000::1 2222::1 192.168. 1. 1 192. 168. 1. 2
ai _next ai _next ai _next ai _next

freeaddri nfo()

struct addrinfo {
i nt ai _fl ags; /* Al _PASSI VE, Al _CANONNAME */
i nt ai_fanily; /* AF_UNSPEC, AF_| NET, AF_INET6 */
i nt ai _sockt ype; /* SOCK STREAM SOCK DGRAM ... */
i nt ai _protocol ; /* | PPROTO I P, | PPROTO I PV6 */
size_t ai_addrlen; /* length of ai_addr */
struct sockaddr ai _addr; /* socket address structure */
char ai _canonnane; /* cannoni cal nane */
struct addrinfo ai_next; /* next addrinfo structure */
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get nanel nf o()

7 &RQYHW DGAHW DQG VHYIEH 1OR FKDUDPWUMUQ) V
z ,3Y DQG,3Y
z $UXP HOAV VRFENHWDGEIHW VWIKRMUH

error = getnanei nfo((struct sockaddr *)&clientaddr,
addr | en,
client host,
si zeof (cl i ent host),
clientservice,
si zeof (clientservice),
NI _NUMERI CHOST) ;

/[* handl e error here! */

printf("Received request from host=[ %] port=[%]\n",
clienthost, clientservice);
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Interface Ildentification

z ,QMUDFHV XQTXHO IGHOMHGE\ VP DOSRVIMYH (ORI HU
z ,QMUIDFHV DOR KDYH XQTXH \M \MDODP HV

| f _nanet ol ndex()

z &RQYHW IQMUIDFH QDP H IQR IQMUDFH 1QGH
| f _I ndext onane()

z &RQYHW IQMUIDFH IQGH \R IQMUDFH QDP H
| f _nanmei ndex()

z ( QXP HIDWV DQIQMUIDFHV

. Administrator: CG\Windows\system32\cmd.exe - netsh
netsh interface ipvbishow interface

LA 42924967295 connected Loopback Pzeuwdo—-Interface 1
18 1288 connected Local Area Connection=* B

18 1288 connected Local Area Connection=* 2

18 1588 connected Local Area Connection
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Specifying the Interface

z 8VWHset sockopt DQGI PV6_PKTI NFO

struct in6_pktinfo {

struct in6_addr ipi6_addr; /* src/dst | Pv6 address */
unsi gned i nt I pi6_ifindex; /* send/recv interface index */
¥

set sockopt (fd, | PPROTO | PV6, |PV6_PKTI NFO, &po, sizeof(po));

z 1 HHWDY Z W @GN GBFDAOCEHWHY
fe80:::20:fecd: 5d49%t hO

z ODDEHXVHGIRU,3Y RQD VRFNHW
z ( JIRU3Y RQO SIRWRY : ,16 HW
z " HDXQWDWH | n6addr _any DQGIQOMIDFH," R
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Other Things to be Aware Of

7 1 HZ VRENHWRSUIRQY
7 0 XGFEDWV

z 6 SHFIDORFNHW ,39 B9 21/<

z ( WRUKDQOTY
z $ CEAHW MW P DRRY

7 1HZ FROABQN
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IPv6 Porting Tools

7 0 DQ \RRY IRUSRMO) DSSTFDIRQV \R,3 Y

z 0 IHIRVRW
Z 6XQ
Z +3

7 2 SHO6 RXUH

z 6 RP HFDQ DX\WWP DWD@® FKDQIH VRXUAH

KHANY H H

,3Y 6 RANHVS HXE

_U

3Y SRMD DWMBON

SRWR3Y

z 1 RWHFHWDUO DIRRGIGD ZIW 6 DP ED
z ' RQWDAZ DV J LYH \WH FRUHRWDGYIEH
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Sambad4 and PortTolPv6
z 5 HSRUMG FKDQIHV (HHGHG IO

Z VRXUFH [ LBV

Z aHv

z . IGEHPDQ PRWMH

Z 1 RMV

z 6RP HIDOH SRMYHV

z 6 RP HIDOH CHIDWHV

z 0DQ FKDQIHV W DAAHWHV IO
VWIQTV CRABIENHG XS

z 5 HOMYHO VDL KWRZ DUG5
FKDQIHV

z 6 RFNHW UDSSHU
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Samba4 IPv6 ToDo List (1)

SVH,3Y $3, IRUHYHYWIQ)

Z 6\BUWE [P SOP HQIY) ,3Y KDFN

z ,QFOGV,3Y GXDOADFN

Z 2 QD VXSSRWEOMRP VZIW ,3Y $3,
$AG,3Y VXSSRWR 6 RFNAW  UDSSHU

Z &XWHONRANHWZ IDSSHULY ,3Y  RQD

& ROMDXHG
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Samba4 IPv6 ToDo List (2)

&KDQIH SUIRWMFRO DEEAHW IDP VMW PF_| NET6  AF_| NET6

& KDQJH DOPCEAHW VWKRMUHV R sockaddr st or age
z | GHFHWDUN XWHsockaddr i n6

5HSOFHI net _aton inet_ntoaZlMinet pton 1inet_ntop

&KDQJH DQCDP H UHWVRGMRQ Z W get nanei nf o DQGget addri nf o
z 8Waddri nfo IQAMMDGRI host ent

z 8Wfreeaddrinfo

SHSOFHDM3Y DEAEAHWHVZIK,3Y P DSSHG,3Y DAEHWMV

& ROMDXHG
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Samba4 IPv6 ToDo List (3)

& KDQJ H DADCEEHW VWIKQ] V W KDOQEB

z ,3Y DEAAHWHV DV(QRZ 56. 10.100. 1

z ,3Y PDSSHG,3Y DAEHWHV . ffff:56.10.100.1

z ,3Y DEAEHWHV 3000: : 20: fec4: 5d49

z 85/ HFRGHG [ 3000: : 20: f ec4: 5d49]

z [ IONGDYZ W IQMIDAH IGHQMHU  f e80: :: 20: f ec4: 5d49%et hO

( QUXUHWDW3Y DQG,3Y P DSSHG DEGUHW AIQIV IRUWH VDP H DEGHW
KDYH \KH VDP HHIHFWHJ $&/ V

, FUHDVH &I W R DCEHW WIKJV | NET6__ ADDRSTRLEN B\ \MV

& ROMDXHG
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Samba4 IPv6 ToDo List (4)

&KDQIHD@3Y VRANHWRSURQV\R ,3Y  VRENHWRSURQY
2 YRUHDPS®I ,335272B,3 \R,35272B,39

5 HSOFH DOKDWS FRGHG,3Y DAAHWHY HJ
z : KHUHDSSURSUDWM UHSOFH Z 1\

&KDQIH,3Y @®RSEDFNW,3Y @RSEDFN | n6addr | oopback

$QGISY QMDOgHW OMIDOOHVWXSSRWAR 6 DP ED UHVROHU
- UMM ,3Y RQD IXQRIRQDDNV XMQJ ,3Y P DSSHG,3Y DEAHWHV

z YRUHDPS®I: ,16
z %QGW,3Y PDSSHG,3Y DEAMHAWHY
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Samba3 and PortTolPv6
z 5 HSRUMG FKDQIHV (HHGHG IO

Z VRXUH 11BNV

Z

z . @EHPDQ PRMH
z 1RMV

z 6RP HIDOH SRUMYHV

z 6RP HIDOH QHIDIWYHV

z 0DQ FKDQIHV \R DAAHWHY [Q\AQIV
QRVBLIENHG XS

z 0DQ PDQ P RUHFKDQIHV UHTXIUHG
\KDQ |RU6 DP ED

z 6RANHW UDSSHU
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Samba3 IPv6 ToDo List

z ( YHYWIQ) RQ6DP

) ,3Y 7R ROMEAV WRP H

z ,3Y HLOE@Y 60P ED VD EUJHURE WDQ IRU6 DP ED
z VIWHHWDY W ,3Y HDPEGI6DP ED "

z -HHP\ VD\VIW

z | 6DPED ICFAGH FHOADV ZHQDV' & IXCQRRCDOY \WHQ
PDNH6DPED WH,3Y YHMROR 6DP EDDQGIRJHNIY 1Q

6DPED "
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Questions?

z . KDWDERXVEOMRP VZIW (R ,3Y $3."
z @ HSOFH

z . KDWDERXVEOMRP VZIW RG,3Y $3."
z @ HSOFH

7 6KRX@6DPED EHEXIORQD RQ SOWRP V Z W
BFHOABY $3,"
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7z 3RMQ 1 HEZRINQ $SSTDMRQV\RWH,3Y $3,V 6XQ
7z 0DQ PRUk
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